IIpouenypa Bbinauyu ceprugukara.

[Tonp3oBarens MoxeT monyuuTh cepTudukar uepe3 RA RENAM (Registration Authority —
COTPYIHUK, pabOTaIONIUil C IMOJIb30BaTeNIIMUA, OTBETCTBEHHBIM 3a TpUEM 3asBOK U BBIIAYY
ceprudukaroB). Ecau opranuzamus umeer Oonbire 10 monp3oBaTeneil, B TaHHOW OpraHU3AINH
co3naercs cTpykrypa RA. Jlns RA-cOTpynIHHUKOB opraHu3ali MPOBOAUTCS KYpPC-TPEHHUHT I10
npoueaypam pabotsl ¢ noabs3zoBarensiMu U CA. [lognuceiBaercss goroBop ¢ RA o ToM, yTOo OH
O3HAKOMJICH, COIIACEH M OO0s3BIBAaeTCS COOMIONATh MOJMTUKUA W TPOIECIYpHI, ONMCAHHBIE B
CP/CPS ( Certificate Policy and Certification Practice Statement) or MD-GRID CA (MD-
Grid  Certification  Authority). Ilocie  3toro RA-coTpyaHukaMm BBIJAIOTCS IU(PPOBBIE
cepTU(UKATHI.

IMocienoBaTeIbHOCTD ACHCTBUM /ISl MOJYYEeHUS cepTUHUKaTa:

1. TMons3oBarens xoHcymsTHpyeTcs ¢ RA opranuszaumu mimu RA RENAM no mpouenype
MoJTy4yeHus ceprudukara.

2. Tlonb3oBarenb IOJNYYaeT B CBOEH OpPraHM3alldd O(QUIMAILHOE IIMCHMO CTaHIApPTHOI
dopmbl (3anmpoc Ha TMONy4YeHHE IMOJIb30BaTeNnbckoro cepruduxkara MD-Grid) ¢ moamuckro
PYKOBOIUTENST M TI€YaThIO CBOETO  yupexaeHus (malmoH Ha caiite ca.grid.md). B mwmceme
yKa3bIBaeTcss HHGOpMAIUsS O TOM, KTO OH, TJie padoTaeT u MOATBEPKACHUE PYKOBOJICTBA, YTO EMY
HEOOXO0IMMO MOTYYHUTh UPPOBOI cepTrduKar.

3. Tonk3oBarens BeTpedaeTcss ¢ RA, umes npu cebe cleaylomuii CHMCOK JOKYMEHTOB:
MOJNUCAHHOE PYKOBOJUTENIEM MHChbMO-3allpOC Ha MOJy4YeHHe cepThu(dukara; OpuruHai U KOIHIO
JOKYMEHTA yIOCTOBEPSIONIETO JIMYHOCTH (JOKYMEHT ¢ (hotorpaduei u MOAMHUCHIO MOJIb30BATEIS).
C co0oii sxenarenbao umetb USB HOcHTEb.

4. Tlonp30BaTenb MOXET CreHEPHPOBATh HU(POBOM 3ampoc cam WM ¢ nomompo RA. Jlisa
reHepaly 1 KonuposaHusi pe3ynsraroB Ha USB Hocutens nmonagooutcs noctyn y Linux/xNIX
CHCTEME B TEPMUHAIBHOM PEXKHME W BO3MOXKHOCTh CKauuBaHWs (aitnoB. s onepannoHHON
cucremMbl Windows pekomeHayercss ucnoib3oBarb mnporpammbl PUTTY (st pabGoTel B
TepMUHaIBHOM pexxkumMe) 1 WinSCP (nns ckaunBaHus ¢Qaitos).

ITopsinok co3ganus 3anpoca
1. Coszmaem daiin openssl.cnf, KOTOPBIM MOHAAOOUTCS TPU TE€HEpAIUU 3ampoca.
Conepxumoe daiina:

distinguished _name = 1

[1]

2. B tepMuHanpHOM pexuMe B Katajore ¢ Qailiom openssl.cnf BBINONHSIETCS
KOMaH/Ia:
openssl req -config openssl.cnf -newkey rsa:2048 -keyout privatkey.pem -out
request.csr -subj /DC=MD/DC=MD-Grid/O=XX/CN=YY1 YY2"
r7e:
XX — Ha3Banue opranuzanuu-ydyactTHuka MD-GRID NGI u3 yTBepKI€HHOTO CIIHCKA.
YY1 — Vms nonb3oBarens (Kak B TOKyMeHTe, Hanpumep: Valentin )
YY2 — ®amunus nonb3oBarens (Kak B JOKyMeHTe, Hanpumep: Pocotilenco )
[Tpumep:
openssl req -config openssl.cnf -newkey rsa:2048 -keyout privatkey.pem -out
request.csr -subj /DC=MD/DC=MD-Grid/O=RENAM/CN=Valentin Pocotilenco"

B Xxone BbIMONHEHHS KOMaHIbl CHUCTEMa 3alpOCUT y TOJb30BaTelsl MapObHYIO
¢pazy (uMHHOM He MeHee 12 cHMBOJOB), KoTOpas OyaeT 3aIliuIiaTh TeHEPUPYEMbIH
3aKpBITHIN (MIEPBUYHBIN) KIIOU privatkey.pem OT HE3aKOHHOTO MCIIOJIb30BaHUs. BBomutcs 2
pasa.

Buaumanmue!!! Ilapons HeoOXommmo coxpanuTh. Eciau  mapoibs yTepsiH, HEBO3MOXKHO
Oyznet pabotars ¢ ceprupukaroMm. Cepruukar npuaeTcs 0To3BaTh U FTeHEPUPOBATH HOBBIH.

3. [Tocne BBIMOMHEHUSI KOMAaHIbI CO3A0TCs (Daiiibt:

privatkey.pem — (3aKpbITBIH WM NEPBUYHBIA K04 — (aiiil U Maposib HUKOTA HUKOMY



HE MepeaeTcs, UCIOIb3yeTCs TOJIBKO MOJIb30BaTEIeM);
request.csr — ¢ain 3ampoca ceprudukara, otnpanisieTcss RA u B 1ieHTp cepTudukaium.
@aiinsl nepenuckiBaioTes Ha (Guamiky, B Linux/xNIX cucreme ynanstorcs.

5. Tlonb3oBarens oTHpaBiaseT RA MUCHMO ONMpeneneHHoro obpasua ¢ Qailiom request.csr B
npuioxkeHun. Eciu none3oBarens padoraer BMecTe ¢ RA, MUCbMO MOXKET OBITH OTIIPABJICHO Cpasy
c anpeca RA B nienTp ceprudukarmu. Gopmar mucbkMa ¢ 3ampocoM:

To the RA of the MD-Grid CA:

In the attachment you can find user certificate request for < requestor's name and surname >.
My contacts are given below. Please do not hesitate to contact me if any further information is
needed.

Name: <requestor's name and surname >

Institution: <organization name>

Address: <e-mail>

E-mail:

Phone: +373 22 (office)

+373 (mobile)

Hanpumep:

To the RA of the MD-Grid CA:

In the attachment you can find user certificate request for Valentin Pocotilenco.

My contacts are given below. Please do not hesitate to contact me if any further information is
needed.

Name: Valentin Pocotilenco

Institution: RENAM

Address: 5, Academiei str., of. 324, Chisinau 2028, Moldova

E-mail: valentin.pocotilenco@renam.md

Phone: +373 22 333 444

+373 555 66666

6. RA ornpasnser MD-Grid Certification Authority (CA) noamucanHslii cBoeii muppooii
MOJMUCKHIO MTUCHMO-3a1poc (CM 1. 5), ¢ pailioM request.csr B TPUIOKEHUH K TTHCHMY.

7. BpeMs paccMOTpeHMsl 3asBKM 10 3 pabouux jgHeil. Ecmu 3asBka npunmmaercs, CA B
TEUeHHE TpeX padouMX JTHEH OTIpaBIsSeT MOJIb30BaTEN0 U RA MUCHMO C MOAMMCAHHBIM KITFOYOM
ceprudukanronnoro rneHTpa CEPTUDOUKATom. [Tucemo crneayromero coaepskanusi:

Find attached your x509v3 digital certificate signed by theMD-GRID CA.

Please return a digitally signed email at ca@renam.md,
stating that you accept your certificate and that you adhere to the
MD-GRID Certification Policy:

http://ca.grid.md/files/MD-Grid-CP-CPS.pdf

A template e-mail can be found at the end of this email.

Information on how to import your certificate in various mail clients or internet browser can be
found by contacting RA or using address below:
http://www.grid.auth.gr/pki/seegrid-ca/documents/certificateImport/

If the MD-GRID CA operators do not receive an acknowledgment email


http://www.grid.auth.gr/pki/seegrid-ca/documents/certificateImport/

within 7 days, the signed certificate will be revoked.

Regards,
Valentin Pocotilenco
MD-GRID CA Operator

Appendix I:EmailTemplate

To whom it may concern,

With this email I state that

1. I, <put yourname here>, accept my x509v3 digital certificate with

DN: /DC=MD/DC=MD-GRID/O=<put your institution's name here>/CN=<put requestor's
name here>

Serial Number: <certificate's serial number>

signed by /DC=MD/DC=MD-GRID/O==RENAM/OU=Certification Authority/ CN=MD-Grid-CA

2. I adhere the MD-GRID CA policy and usage rules found at:
http://ca.grid.md/files/MD-Grid-CP-CPS.pdf
(O.ID. 1.3.6.1.4.1.31194.10.1.1.3)

8. Ilonb3oBarens B OTBET B TedeHHE 7 AHEH BBICHUIAET IHCHMO, HCHONb3Ys IIOYTOBBIH
KIIMEHT, IMONICAaHHOE CIIETTKOM cBoero ceprudukara. [11abiaoH 11 muceMa Clie Iy onuii:

To whom it may concern,

With this email I state that

1. I, <put yourname here>, accept my x509v3 digital certificate with

DN: /DC=MD/DC=MD-GRID/O=<put your institution's name here>/CN=<put
requestor's name here>

Serial Number: <certificate's serial number>

signed by /DC=MD/DC=MD-GRID/O==RENAM/OU=Certification Authority/CN=MD-
Grid-CA

2. I adhere the MD-GRID CA policy and usage rules found at:
http://ca.grid.md/files/MD-Grid-CP-CPS.pdf
(O.I.D. 1.3.6.1.4.1.31194.10.1.1.3)

9. C momenta ornpaBkn u nonydenus RA m CA 5Toro mnmchMa, CepTH(HMKAT CPOKOM
neiictBust 1 roxg mMoxker wucnonb3oBarbesi B MD-GRID-undpactpykrype st goctyma K
MH(OPMALMOHHBIM CHCTEMaM, JIOBEPSIOLIMM BbIIAaHHBIM cepTU(UKaTaM, a Tak ke JJIs MOAINUCH
IEKTPOHHBIX IOKYMEHTOB H ITHCEM.



